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Performance of Measurement Device Independent Quantum Key

Distribution on flight repeater platform

Li Tianxiu, Shi Lei, Li Jiahao, Wang Junhui

(College of Information and Navigation, Air Force Engineering University, Xi’an 710077, China)

Abstract: Quantum Key Distribution (QKD) technology now is used in more fields with its good security and
confidentiality performance can effectively deal with communication security threats. The application of QKD
technology based on aviation flight platform is expected to greatly improve the security level of aviation
communication system and provide reliable guarantee for local area secure communication. To analyze airborne
application of Measurement Device Independent QKD(MDI-QKD) with asymmetric transmission efficiency, the
simulation analysis model combined with the decoy state method was established. The effect of meteorological
conditions, flight height on the performance of the system simulation were analyzed. The results show that the
application of MDI-QKD protocol in the air mobile platform at the common flight altitude of early-warning
aircraft can provide combat communication guarantee under the fine weather with the visibility of about 15 km,
but there are communication blind areas and movement restrictions of the flight platform in the long-distance
communication. Further experiment indicates the adjustment of signal pulse intensity is an effective method to
improve the performance. Above all, the experiment provides theoretical basis and optimization method for the

further research and practical application of QKD on flight repeater platform.
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Fig.l Application model of communication via flight repeater platform.

(a) Application structure; (b) Geometry structure
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Fig.2 Visibility and attenuation coefficient relationship and values.
(a) Relationship between visibility and attenuation coefficient;

(b) Visibility map

Wk [27], FELEE 1.

15 L BRI A5 RGP AR TS 2 I R Xl E RS
REURPERE P A S, AN SO A BRI LN 5, 7RI
YELARN 53 HT

B EZHOE MBS ATP 45 R G0KS B 42 i 23
] & Tl MR RETERERY R BN R, H R =300
W, BRI, 23 L AR DR IR S5 A PN 0 22 R o T Be
RS AT R0 55 5 SO 52 M, [ B T8 10 e A el 5
WAL R T RGN T SOOI EE 1, 3 S22 0t T3k
)5 e 2 B AR AN BT DR 55 A ROR T SOL TR )
B KA T 5o 38 K LR 5 R 40 & 0t 4
QL W =1 N 731 E 3 TR N N NN Y
25, BEOCHIE Y KB | LR AL 551 2
B, T 2 BRI AE R G A A T TS 0 2 A
o (HRSIR R G B AFAEROR YRR 25 7, A0 45
ATP FRGETE N 1% 20 LR 73 r el I A A0 i 2
Xof HE AR BB A 5 Y, R (] U 4 S PR S A

202101244



s Gk A2

www.irla.cn

% 11
=1 HTESHILE
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Fig.3 Coverage radius in different situation. (a) Coverage radius with
different atmospheric attenuation; (b) Coverage radius with

different height
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Fig.4 Moving limits of communication platform. (a) Distance limits of
Bob with moving aerial platform; (b) Moving limits of aerial

platform with given total distance
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Tab.3 Moving diameter with given total distance

(Unit: km)
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Fig.6 Relationship between key generation rate and transmission loss in

asymmetric link
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Tab.4 Optimal signal intensity selection in asymmetric

link
(a, 1) (12,v2) Ro Rmax
(20, 20) (0.42,0.42) 8.35%1078 2.23x1077
(20,25) (0.43,0.45) 6.28x 1078 1.02x 1077
(20, 30) (0.42,0.46) 4.55x1078 8.59x 1077
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IO FH 75 B 25 MIDI-QKD & 138 {5 PhisC 2 A B /Y
AR FERAUEH B AT IC MR AT
SRAFTE, T SE BB TR A 22 A 5 IR 55 O Bt (EL G
WA RE I 32 KA B o A8 AT 5 90t 3 i
DUT, BEBEAR XS FR AR R 38 (5 P BE 25 T 2 X ad 5 1Y
RIS B A PR, A7 e A 1 X BRARE 15 A
SENE O o Dy figp Rk — [ B R R TR B 4 45 155 Ol
FETE N RDC IR SR 75 50, DLRCA [R5 B 1 00, LLAR
PR RE A 72T — LB AR R st fe
RSB BAT IR, IF 22T AL LS
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