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Fig.4 Schematic diagram of OAM-preserved hologram acquisition process
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Fig.5 Schematic diagram of OAM composite selective hologram acquisition process
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Tab.1 Correlation coefficient of original image and

ciphertext image

Horizontal Vertical Diagonal
Image . . R
correlation correlation correlation
Frog 0.9977 0.9979 0.9963
Tree 0.9715 09711 0.9504
“optics” 0.866 1 0.9383 0.8415
“fg” 0.9073 0.9106 0.8139
Flower 0.9881 0.9991 0.9977
9> 0.9884 0.9791 0.9716
Panda 0.9976 0.9909 0.984 1
Chessboard 0.9881 0.9861 0.9743
Encrypted ~0.0013 0.0164 0.0072

text
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Tab.2 Plaintext sensitivity analysis

Index changes when
two pixels are exchanged

Index change when pixel
increases by 0.1

NPCR UACI NPCR UACI
99.85% 34.75% 99.84% 34.58%
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Fig.6 Schematic diagram of the decryption optical path
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Fig.7 Decryption result when m = 1, 2 OAM beam is irradiated
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Tab.3 Similarity of original image and decrypted image

Similarity index Frog Tree “optics” “%> Flower “it Panda Chessboard
SSIM 0.9703 0.9605 0.9645 0.9509 0.9829 0.9757 0.9699 0.9742
cC 0.9943 0.9932 0.9910 0.9924 0.9940 0.9922 0.9954 0.9936
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Fig.8 Decryption result when m = 1 OAM beam is irradiated
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Fig.10 Decryption result when m # 1, 2 OAM beam is irradiated
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Fig.11 Shear resistance simulation results

M 11 AT RUE Y, FEI0m % Jr kb, M SRR
BE /N T 50% B, AT AT DL i 1F 4 ) 25 4
N figt 25 Y 5 i 28 Hh 2 RO R AUAS [ 1 RIS, 1B
ZRGHARIFWB I Rdae . Kbl T
PRI 22 (A 1 B, LB BY DI BE ) 45 I B G R i

A 3 X 28 S PGS TNAN [) %% B 1) ABUER: M s -
FHIE B AT, WSR3 T it 2 245 SR o B R X%
N RGP AT IRAE . & 12 iR R SR
U TR - 2 45 A A AL 6 Bk SSIML it 2% SC I Hh
A BCER W 75 % B AR OC R 2k, IE i 45 10 T I
TIBSUER W8 75 2 5 10% . 30% FIT 50% i (1 fift 2% 45

HIE 12 /T LLE R, 2EIZ a0y i, 2% SCEIHR
T RS M 75 1 25 B /N T 30% R, HAT DL 0o 1 A

20230313-6



s Gk A2

%78 www.irla.cn % 52 %
1.0

SSIM

4

n
.
—
.
e,

0 10% 20% 30% 40% 50% 60% 70%

Noise density

P12 PR R

Fig.12 Noise immunity simulation results
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High capacity optical information encryption technology based on

OAM holography and frequency shift

Zheng Wei', Zhang Di?, Yuan Hao®, Yu Nana?, Xi Sixing®’, Wang Guilin',
Ma Shuai’, Wang Xiaolei*', Lang Liying’
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5. Center for Advanced Laser Technology, Hebei University of Technology, Tianjin 300401, China)

Abstract:
Objective In order to improve the capacity and security of the optical encryption system, a new method based

on OAM holography and frequency shift is proposed.

Methods

orthogonal basis vectors, the orbital angular momentum can be used to realize the encoding of multiple image

Since the orbital angular momentum eigenstates mathematically constitute a complete set of

information. This approach achieves parallel encryption of multiple images information using Fourier transform
frequency-shift and OAM holography techniques, which eliminates the crosstalk between multiple image
information. Firstly, several original images information are sampled, and the sampling constants is determined by
the spatial frequency of the helical phase with different helical mode indexes, which is defined as the pixel width
corresponding to 30% of the maximum amplitude modulus (Fig.3). Through this process, we obtained multiple
different sampled images. The orbital angular momentum-preserving holograms are then generated by the
coherent superposition of multiple sampled image information modulated by random phase, Fourier transform and
frequency shift phase (Fig.4). Finally, the helical phases of different helical mode indexes are encoded into two
orbital angular momentum preserving holograms, and two OAM selective holograms are obtained, they are
superposed coherently to form the final OAM composite selected hologram (Fig.5). In decrypted process, the
orbital angular momentum compound choice hologram is loaded onto the spatial light modulator, which is

illuminated by a vortex beam containing a specific helical mode index and passes through a Fourier lens, a
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receiving device on the rear focal plane of the lens can receive a plurality of decrypted images (Fig.6).

Results and Discussions Compared with other multi-image encryption algorithms, the proposed method can
encrypt multiple image information of different sizes and types into a single hologram through two encryption
processes, and no original information is displayed in the ciphertext image. The correlation of ciphertext image
information in all directions is very low, which effectively reduces the statistical characteristics of highly
correlated original image information, and can effectively resist statistical attacks based on pixel correlation, with
high security (Tab.1, Tab.2). This encryption system has high encryption flexibility and great capacity. It can not
only design different frequency shift factors to encrypt a group of multiple images information in parallel under
the same helical mode index, but also has the advantages of high encryption flexibility and high encryption

capacity, several groups of image information can also be encrypted by using different helical mode index.

Conclusions  In this method, the infinitt OAM mode of the vortex beam are set as a new optical key, which

greatly improves the security of the encryption system. In addition, due to the frequency-shift phase modulation,

the size of the image to be encrypted is not limited by the number of pixels in the Spatial light modulator, which

greatly improves the feasibility and effectiveness of optical realization of information encryption. The simulation

results show that the proposed method has high safety, anti-noise and anti-shear capability (Fig.11, Fig.12).

Key words: optical information encryption; OAM;  holography;  frequency shift
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